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Abstract: 

The main objectives of WP2 are to define a resilient architecture and to develop a range of middleware 
solutions (i.e. algorithms, protocols, services) to address resilience requirements in the design of highly 
available, reliable and trustworthy distributed solutions. This deliverable presents research results concerning 
the development of middleware services within the HIDENETS environment, the objective of which is to 
facilitate the construction of resilient, dependable car2car applications operating in ad-hoc environments in 
cooperation with infrastructure based services. 

The deliverable complements the work presented in deliverable D2.3 (Service level resilience solutions for 
the ad-hoc domain), focusing on ideas that typically reflect improvements of the services presented in D2.3. 
These improvements can be achieved due to the possibility of operating over infrastructure environments, in 
addition to the exclusive operation over ad-hoc environments. 

The deliverable provides three contributions. Firstly, it addresses the problem of fault detection from the 
perspective of end-to-end services, which is addressed under a probabilistic scope and which is suitable for 
IP based communication systems in general. Then, it provides a study on the dependability/performance 
trade-off for replicated servers in the infrastructure domain. Finally, an extension to the Intrusion Tolerant 
Agreement service is introduced, which exploits the assumed availability of a reliable server in the 
infrastructure domain to improve the performance of the basic (non-extended) service, as presented in D2.3. 
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1 Executive Summary 

Objectives of the deliverable 

As stated in the HIDENETS Technical Annex, the main objectives of WP2 are “to define a resilient 
architecture and to develop a range of middleware solutions (i.e. algorithms, protocols, services) for 
resilience to be applied in the design of highly available, reliable, and trustworthy networking solutions”.  

The main objective of this deliverable is to complement the work presented in deliverable D2.3 (Service 
level resilience solutions for the ad hoc domain) [11], focusing on ideas that typically correspond to 
improvements, or would allow improving some of the services presented in D2.3. These ideas either exploit 
the possibility of operating in an integrated way with the infrastructure domain, in addition to the exclusive 
operation over ad hoc environments or, more generally, exploit trade-offs that are relevant when operating on 
the ad hoc as well on the infrastructure domain. 

Nevertheless, for completeness reasons, and in order to provide to the reader an outlook of the fundamental 
building blocks of HIDENETS, the deliverable also contains a general introduction that includes parts of text 
also included in deliverable D2.3 and in previous deliverables, as well. 

Contents of the deliverable and relation to other work packages 

The work in WP2 was structured in three main tasks. The first one (Task 2.1) was mostly related to 
architectural issues, and the remaining two (Tasks 2.2 and 2.3) were concerned with service aspects. The first 
two deliverables in this work package (D2.1.1 and D2.1.2) presented results concerned with all the tasks, 
besides presenting the proposed architecture. The task concerned with architectural issues has been finished 
by the end of month 24. The present deliverable is exclusively focusing on research work related to the 
middleware services. The main architectural aspects of HIDENETS, including the general system 
architecture and the node software architecture, are briefly reviewed in the introductory section, which is the 
first section of this deliverable.  

Section 3 addresses the problem of fault detection from the perspective of end-to-end services, which is 
studied under a probabilistic scope and which is suitable for IP based communication systems in general. 
Then, Section 4 provides a study on the dependability/performance trade off for replicated servers in the 
infrastructure domain. In Section 5, an extension to the Intrusion Tolerant Agreement service is introduced, 
which exploits the assumed availability of a reliable server in the infrastructure domain to improve the 
performance of the basic (non-extended) service, as presented in D2.3. 

Differently from deliverable D2.3, the work described in this deliverable is not focused on specific services, 
and does not include details of service descriptions, interfaces or implementations. This is justified by the 
fact that in this deliverable, the work is concerned with solutions for the infrastructure domain that have not 
been included in any of the proof-of-concept prototypes developed in WP6. Therefore, the work presented 
here is more concerned with providing a detailed discussion of research issues, problem descriptions and 
proposal of corresponding solutions, evaluation through simulation and discussion of challenges and benefits 
of the proposed solutions. Therefore, the ideas presented in this deliverable could serve as the basis for future 
developments or implementation of concrete middleware services (or improved versions of the already 
developed ones), but which we leave as future work. 

The deliverable concludes with some remarks about what has been done and some perspectives for the 
future.
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2 Middleware resilience solutions 

In this section, we provide some context for the work described in the deliverable. We start by reviewing the 
reasons underlying the decision of considering different operation domains, namely the infrastructure and the 
ad-hoc domain, which justify the fact that we have two “twin” deliverables, the present one and deliverable 
D2.3 [11]. Then we provide: 

• a brief introduction to the architectural approach adopted in HIDENETS, which has an impact on the 
way how services are organised,  

• an overview of the work previously done in WP2, namely the node software architecture which 
includes the services described here 

• and, finally, an introduction to the complex middleware services which are detailed in D2.3 and 
which are referenced in the context of this deliverable. 

2.1 Operation domains in HIDENETS 
In HIDENETS, the ad-hoc and the infrastructure domains have been distinguished from the beginning (see 
e.g. the technical annex in the project proposal). The differentiation is necessary because the two domains 
clearly have different characteristics. E.g., car-to-car communication scenarios require mostly ad-hoc 
communication support and may not have access to any infrastructure domain. From a dependability point of 
view, communication performed in an ad-hoc environment poses a number of hard requirements not present 
in the infrastructure domain (e.g. dynamic behaviour of communication end points).  

Some of the most challenging characteristics of ad-hoc domains are the following: 

• Unreliable communication due to the presence of wireless links; 

• Uncertain operational conditions, due to operation with variable numbers of users or traffic flows 
and due to highly dynamic network topologies; 

• Variable failure modes, ranging from simple accidental faults to malicious faults (attacks and 
intrusions), due to operation in shared and weakly controlled environments. 

On the other hand, it is possible to consider scenarios in which additional infrastructure support is available, 
and this support might be useful to design improved solutions for integrated car-2-car communication 
settings. In fact, while in general the infrastructure domain consists of a back-bone IP network connecting 
both service providers and service clients, we can consider that parts of the ad-hoc domain may be connected 
to the infrastructure domain via various different means (e.g. WLAN hot-spots, IP over GSM, IP over 3G or 
4G networks). In this way, this connection from clients in the ad-hoc domain to a server in the infrastructure 
domain can be exploited to improve performance and/or dependability, using a different range of solutions 
than the ones designed specifically for ad-hoc environments.  

The different possibilities, or scenarios that have been initially identified, and which the HIDENTS project 
has proposed to investigate, are illustrated in Figure 1, and can be described as follows:  

S1) Both the service providing and the service accessing entities are located in the ad-hoc domain. Note 
that this includes scenarios in which the infrastructure domain is needed for connectivity, when the 
entities may not be within ad-hoc connectivity of each other. Examples of scenario S1 are the 
Platooning application and the first part of the Distributed Black Box application (the data 
distribution in the ad-hoc domain, see [8]), which have been explored in HIDENETS. In these 
applications we can observe the exchange of static and dynamic data obtained from the host vehicle, 
the road and other vehicles that participate in the traffic; 

S2) The service accessing entities are located in the ad-hoc domain and the service providing entities are 
in the infrastructure domain. Typically, this is the case for infotainment services which are accessed 
through the Internet, and also for emergency call scenarios. One particular case that we use in 
HIDENETS is once again the Platooning application, which may require all members to reach 
agreement on a platooning speed, and this agreement can be achieved with the help of a server in the 
infrastructure domain, if present and available; 
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S3) The service accessing entities are in the infrastructure domain and the service providing entities are 
in the ad-hoc domain. This scenario is covered by the Distributed Black Box application example, in 
which collaborative backup of critical data generated at the vehicular nodes has to be done and 
therefore requires vehicles to act as servers of collected data to a client that is in the infrastructure 
domain and collects this data. 

 
Scenarios where both service providing and service accessing entities are located in the infrastructure domain 
have been explicitly left out of HIDENETS concerns.  

Ad hoc domain Infrastructure domain

S1

S2

request

response

request

responseS3

 
Figure 1: Three service usage classes of scenarios. 

 

In terms of work structure, in WP2 we decided to distinguish between work on solutions possibly involving 
the infrastructure domain, and solutions focused on the ad-hoc domain. This is reflected in the existence of 
two tasks (task 2.2 and task 2.3) and two deliverables (the present one and D2.3). Most of the work was done 
having in mind the challenging characteristics of an ad-hoc environment. The middleware services developed 
in HIDENETS are included in deliverable D2.3 [11] as part of the resilience solutions for the ad-hoc domain. 
Here in D2.2 we provide complementary work that is relying on the existence of an infrastructure domain. 

2.2 Architectural approach 
Differently from previous approaches, in HIDENETS we follow a hybrid distributed system model approach, 
in which different parts of the system have different sets of properties and can rely on different sets of 
assumptions with respect to faults and synchronism. This has a number of advantages when compared to 
approaches based on homogeneous models, as explained in D2.1.2 [9] and in Reference [39]. 

One example of a hybrid distributed system model is the Wormholes model, named in this way after the 
astrophysics theory. This theory argues that one could take shortcuts, through, say, another dimension, and 
re-emerge safely at the desired point, apparently much faster than what is allowed by the speed of light. 
Those shortcuts received the inspiring name of Wormholes. In essence, Wormholes prefigure an ancillary 
theory which coexists with the classical theory, making possible subsystems which present exceptional 
properties allowing overcoming fundamental limitations of the systems under the classical theory. 

The wormholes concept can in fact be instantiated in different ways. For example, when applied in the 
security domain, a wormhole takes the form of a security kernel, or a trusted component, as described in 
[13]. On the other hand, when timeliness is the relevant non-functional property to secure, the wormhole 
should essentially be timely. There are also examples of wormholes in the time domain. For instance, a very 
simple example of a timeliness wormhole can be a watchdog, which is able to shutdown a system or perform 
some other real-time action when a time bound is not met. Another example is a Timely Computing Base 
(TCB), as described in [40]. A system with a TCB has a control part, with synchronous properties, and a 
payload part, possibly asynchronous, in which the applications execute using a number of services provided 
by the former. A TCB constitutes an example of a timeliness wormhole. 

The idea of an architecture based on the wormhole concept has been applied in HIDENETS. Therefore, a 
HIDENETS system can be subdivided in two parts, one “simple and trusted” and one “complex”. Each part 
is characterised by its own system and fault model, being one of those typically stronger than the other (e.g., 
synchronous with a crash fault model, which is stronger than asynchronous with arbitrary faults of processes 



                                                                                                                                                                                                Page 8 of 38 

IST-FP6-STREP-26979 / HIDENETS          Public 

 

 

and communications). The stronger properties are secured by construction, i.e., the system is built in a way 
to make these better properties become effective. 

In summary, a simplified perspective of the HIDENETS node architecture is presented in Figure 2. The 
highlighted block corresponds to a separate realm of operation and represents the more timely and trusted 
part of the system. It is also possible to see that this realm of operation can be built over a separate hardware 
infra-structure. On the upper part of the architecture reside the complex resilience middleware services, that 
used the optimised network protocols and/or the trusted resilience services. The HIDENETS services can be 
accessed by applications through specific HIDENETS interfaces, while SAF interfaces could be used to 
access other availability services. A detailed description of this simplified node architecture figure can be 
found in D2.1.2 [9]. Here we want to point out that the solutions introduced in this deliverable are intended 
to be used in the general part of the system to improve some of the Complex Resilience Middleware Services. 
On the other hand, the description of the implementation aspects of the Simple and Trusted Resilience 
Services, which we also call Timeliness and Trustworthiness Oracles (the term ‘oracle’ is used here to 
convey the idea of a better service, which does not fails), is provided in deliverable D3.3 [15]. This is 
because these are services related to the provision of (possibly strict) timeliness and security properties, 
which is an issue covered in WP3. 
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Figure 2: Simplified node architecture with Trusted Resilience Services. 
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2.3 HIDENETS node software architecture 
The purpose of the node software architecture is to provide a coherent and structured framework where:  

i) the functional building blocks of a HIDENETS node are specified;  

ii) the relations between different building blocks are displayed; 

iii) the dependability related functions of interest to the supported applications are identified and made 
available through appropriate building blocks.  

Figure 3 essentially illustrates the several building blocks, or services, that may be included in a HIDENETS 
node, while providing some additional information regarding the relationship of these building blocks within 
the node. This represents the HIDENETS architecture.  
The layered structure as shown in the figure follows the standard ISO communication layer architecture. 
From the bottom, physical or hardware components are depicted including communication related 
components and other hardware that is relevant in the context of HIDENETS and that may be used in 
communication activities. This would correspond to layer 1 of the ISO standard. Then, several functional 
building blocks are depicted in layers 2 to 4, which offer typical network related functionalities. Some other 
services, like the In-Stack Monitoring and Error Detection, include functionalities that span across multiple 
layers. All these functional blocks are being addressed in the context of WP3 (as communication layer 
dependability improvements). Please note that some of the building blocks are represented with dashed lines. 
This means that although these blocks are considered necessary and are used by other services, they are not 
explicitly addressed in HIDENETS. That is, in HIDENETS we assume that existing implementations of 
these services are available and are adequate for the purposes of the project, and no particular improvement, 
modification or specification relative to these services is done in HIDENETS. This is the case, for instance, 
for the Session Control service, the Naming service, and the Group Communication service. 
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Figure 3: Overall picture of HIDENETS node software architecture. 
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On the left side of the figure, timeliness and trustworthiness oracles are grouped together. This separation is 
based on architectural principles established by the Wormholes model. Due to the nature of timeliness and 
trustworthiness oracles, which are supposed to provide strict timeliness and trustworthiness properties, the 
work concerned with their development and implementation was done essentially within task 3.3 of WP3. 
This is why they are not included in this deliverable, but are described in deliverable D3.3 [15]. We must 
note, however, that the initial work concerning the definition and design of these timeliness and 
trustworthiness oracles was done in the scope of WP2 and presented in the previous WP2 deliverables. We 
also note that time- or security-related functionalities may also exist outside the timeliness and 
trustworthiness oracles. E.g., applications may use standard system services like clock or authentication 
services. But since these services are not specifically related to dependability, we do not include them in this 
figure. 

On the upper layers of the architecture, above the communication services, we consider the existence of a 
lower middleware layer which is composed of building blocks that are mainly targeted at interactions 
between middleware services and communication services. All these services are addressed in the scope of 
WP3. The remaining building blocks, which can be considered or named as middleware services, are 
supposed to handle higher level interactions with the applications. These middleware services are essentially 
addressed and developed in the context of WP2. The several blocks are coloured in red (darker) and green 
(lighter) to reflect the work package in which they are mainly addressed. 

For certain uses of applications and services, it may be necessary that an application fulfils specific 
requirements, e.g. performance related requirements, which translate into requirements for middleware and 
communication services. Such requirements are registered through high level middleware services.  

In Figure 3 the application interfaces are also represented, including the standard interfaces defined by the 
Service Availability Forum (SA Forum) and the interfaces that have been defined by HIDENETS.  

               
Figure 4: Relations of the SA Forum Middleware towards applications and HIDENETS 

services. Left figure: Middleware adapted to use HIDENETS services. Right figure: 
HIDENETS services integrated into the SA Forum Middleware. 

The SA Forum compliant service interfaces are provided by an SA Forum middleware implementation. This 
middleware can be either an implementation created from scratch, built intentionally on the HIDENETS 
architecture, or an existing implementation, modified to use the HIDENETS services for the internal 
operation. Figure 4 shows the difference between the two approaches. 

When an existing middleware implementation is adapted to HIDENETS, then the existing building blocks, 
e.g. the communication subsystems, are modified to use HIDENETS services (see left figure). In this 
approach, the middleware provides only SA Forum services to the applications. 

In the other case, the middleware is implemented from the ground up by using HIDENETS services. This 
allows the middleware to provide even those services besides the SA Forum ones and become an integral 
part of the overall architecture (see right figure). 

The HIDENETS applications sit on top of this architecture and use the SA Forum and the established 
HIDENETS interfaces to access the provided services. 
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2.4 Complex resilience services 
The Complex Resilience Middleware Services presented in Figure 3 are considered useful in the context of 
HIDENETS, in particular in the context of the ad-hoc domain. These services are presented in detail in 
deliverable D2.3 [11]. Here, we provide a very brief description of the purpose of these services, in particular 
as some of them are mentioned in the remaining sections of the deliverable. As solutions for the Diagnostic 
Manager can be applied both for the ad-hoc domain and the infrastructure domain, such a solution is also 
presented in this document. 

Complex resilience services are developed on top of a potentially asynchronous model. The idea is that they 
will use and will rely on the trusted resilience services if and when required, mainly for the execution of 
critical steps in their operation. The following complex resilience services have been considered in the scope 
of WP2: 

• Diagnostic Manager. The Diagnostic Manager is in charge of monitoring critical components of the 
middleware and of lower levels in order to judge the operational quality. E.g.: the Diagnostic 
Manager maintains information about the state of available/actually used network channels (ad-hoc 
or infrastructure); other middleware services or even applications can obtain this information in 
order to switch between different kinds of communication channels.  

• QoS Coverage Manager. The QoS Coverage Manager interacts with the applications using 
information possibly collected by the Diagnostic Manager. It has to assess if the application 
requirements are satisfied or not. E.g.: when the available QoS changes in run-time, the service 
calculates the new operational parameters that should be used or assumed by the application in order 
to keep a constant coverage of the requirement. 

• Reconfiguration Manager. The Reconfiguration Manager handles reconfiguration procedures. The 
reconfiguration could be static (in presence of a particular class of faults the Reconfiguration 
Manager chooses a predefined strategy) or dynamic (many strategies can be defined; the one used is 
chosen basing on the best predicted impacts on the dependability of the application). 

• Replication Manager. The Replication Manager handles the state sharing of stateful services 
provided by nodes potentially both in the ad-hoc domain and in the infrastructure domain. The 
manager provides an interface for service replication. The Replication Manager selects replicas 
based on estimates of network performance and based on fairness policies given at service 
deployment time. 

• Cooperative Data Backup. The Cooperative Data Backup is in charge of managing backups of 
critical data despite failures of the data owner and failures of the nodes storing the critical data for 
the data owner. This service is responsible both for dissemination and for recovery of data. 

• Proximity Map. The Proximity Map provides information on neighbouring nodes. 

• Intrusion Tolerant Agreement. The Intrusion Tolerant Agreement is used to reach agreement among 
a well-known set of participating entities, even when some of these entities might behave in a 
malicious way. 
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3 Probabilistic fault detection using cross-layer observations 

3.1 Introduction 
As previously described, the Diagnostic Manager service monitors lower-level components and reports fault 
occurrences to higher level fault recovery components such as the Reconfiguration Manager. In that sense, 
the Diagnostic Manager detects and diagnoses erroneous components by observing component states either 
directly or indirectly by analysing output from relevant components. Based on the logic functions in the 
service, an optimal decision is made for recovering from the error before it propagates into system failures.  

This section describes research concerned with enabling well-performing diagnosis in the Diagnostic 
Manager based on unreliable observations. The research is focused around a fault-detection and –diagnosis 
(FDD) framework employing a Bayesian Network (BN) to do the diagnosis. The integration of the 
framework into the Diagnostic Manager and the HIDENETS node architecture is illustrated in Figure 5. The 
detailed algorithms inside the framework as well as issues concerning the input observations and the output 
decisions are all described in the following sections. 

 

 
Figure 5: Bayesian Network (BN) fault-detection and -diagnosis framework integrated in 
HIDENETS Diagnostic Manager Service. Using round-trip time and retransmission rate 

observations, the BN detects and diagnoses underlying faults not observable. 

3.2 Fault detection and –diagnosis framework 
A required feature of the FDD component is the ability to operate on top of existing protocols. This is 
relevant to allow integration with existing and future IP based communication systems. Also, it should not 
require dedicated support functions in the network, but only use readily available observations from network 
traffic. It should be able to function across the infrastructure domain as well as in the ad-hoc domain. 

These requirements make fault-diagnosis of end-to-end services a complex task due to multiple faults hidden 
in the network and due to the unreliable nature of observations that can be contradictory, ambiguous or 
simply missing [33]. Faults hidden in the network occur both in the ad-hoc domain and in the infrastructure 
domain. Yet, utilizing fault-tolerance upon an infrastructure network, fewer or more expensive recovery 
options may be available, which strengthens the importance of the correctness of the fault-diagnosis in the 
framework. 

Considering the observation properties, the relations between multiple faults and observations are non-
deterministic. A part of a solution is to introduce more observations from multiple layers to increase the 
amount of information. However, utilizing multiple observations for fault-diagnosis in mobile networks is 
non-trivial. As afore-mentioned, the individual observations are unreliable. Additionally, multiple 
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observations can also be contradictory due to different delays in the network traffic. The non-deterministic 
mapping between observations and faults implies the use of probabilistic methods for fault-diagnosis. In this 
section, we consider these issues and propose the use of Bayesian networks (BN) as a well structured 
probabilistic method to be applied in the detection and diagnosis process. 

Based on cross-layer observations, a BN can take advantage of probabilistic and causal relations between 
faults, system behaviour and observations to estimate posterior probabilities of system states. An interesting 
strength of a BN is that it can handle missing, noisy, contradictory, and ambiguous observations. These 
properties are utilized to create a FDD component capable of detecting a fault that will lead to insufficient 
throughput and diagnose the cause as being either a bad link fault, congested link fault or both faults 
simultaneously. 

In summary, the main contributions of this section are: (1) Development of a BN based on fault models, 
observations and their causal relations. The model is parameterized based on learning data synthesized from 
traffic observations. (2) The proposal of a FDD structure covering a strategy for the collection of data, 
processing of observations and calculation of posterior probabilities. (3) Proposal on how such an FDD 
structure can be integrated into the HIDENETS Diagnostic Manager service. 

Existing research in network fault detection and diagnosis can be considered on different levels. A well 
studied diagnosis task is to determine whether a TCP packet loss is caused by congestion or a wireless link 
fault. In [20] HMMs are used and in [5] a Bayesian detector is applied. In both cases the approaches show 
how the probabilistic analysis can be used to improve TCP performance in mixed wired and wireless 
network environments. Moving to a cross-layer perspective the authors of [33] have incorporated BNs into 
fault localisation in complex communication networks with many nodes to handle scenarios when multiple 
alarms are generated. The essence of these results is that approximate inference methods can reduce the 
computational complexity of the FDD mechanisms with little impact on accuracy. In [33], also the 
robustness of BNs is emphasised in terms of noisy and missing observations as well as the occurrence of 
multiple concurrent faults. The authors in [18] have also deployed a BN for network state analysis based on 
network traffic. Yet this technique does not allow any fault diagnosis, and cannot directly be used for fault 
recovery.  

3.3 Background on Bayesian networks 
A BN is a graphical model that relates variables of a domain by their stochastic associations. The variables 
are discrete or continuous random variables and their relations are conditional probability distributions. Prior 
knowledge of the domain is represented in the structure of the variables, given by a graph, and in the strength 
of the relations between the variables from conditional probabilities. Based on knowledge of a part of the 
variables in the BN, inference about the state of the remaining variables can be performed. Via the inference 
process, a decision about one or more unobservable states can be made solely based on prior knowledge and 
observed variables. 

Formally, a BN N = (G, P) consist of two basic entities [19]: a directed acyclic graph (DAG) G(X,E) where 
X is a set of nodes X = {X1 ,… ,Xn} and E is a set of edges connecting the nodes. P is a set of conditional 
probability distributions. Each node Xi represents a random variable with a finite set of values and each edge 
represents a causal relation between two variables. The distribution P(X)=P(X1,…,Xn) represents the joint 
probability of all random variables in X. As the Markov property applies to nodes in the network we can 
define ∏=

=
n

i ii XpaXPXP
0

))(|()( , where pa(Xi) are the parents of Xi. Finally P={P(Xi | pa(Xi)}. 

This means that only a part of the conditional probabilities present in P(X) needs to be specified in P. These 
assumptions of independence make it practical to construct and parameterize such models. Most importantly, 
BNs also make inference in P(X) computationally feasible for models even with thousands of nodes and 
states [36]. More on the background of BNs may be found in [19]. 

To construct a BN for inference G and P must be specified. Once specified, evidence e, which is assignment 
of a subset of X, can be propagated into the BN to infer states of hidden variables. 
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3.4 Bayesian network structure for the framework 
Construction of a BN for fault-diagnosis is a three-step process: (1) obtaining domain knowledge, (2) 
developing a BN structure and (3) obtaining probabilities. The starting point for this process is a 
specification of the considered problem domain. 

3.4.1 Scenario specification 
The scenario for fault-diagnosis defines a realistic set of faults and observations available to the BN. The 
scenario concerns the distributed black-box inspired application as described in [28]. The scenario contains a 
service on a node in a wireless network. Using a TCP connection it transfers data to a server in a wired 
network. Specifically a service failure is defined to occur when the throughput becomes insufficient for the 
transmission to succeed within a certain time frame. Thus, faults potentially leading to insufficient 
throughput are considered. A simplified model of this scenario is depicted in Figure 6 which will be used as 
a starting point for the subsequent fault specifications. 

 

 
Figure 6: Network model including a wireless link and a congested router. 

 

In this network model TCP source 1 transmits data to TCP sink 1 over a wireless link and a wired network 
with two routers. The wireless loss rate lossπ  can be varied to simulate different link conditions. TCP source 
2 generates cross-traffic to induce congestion in the buffer of router R1 controlled by a rate of Poisson 
process, loadλ , generating incoming connections. The incoming connections correspond to file transfers with 
sizes according to a Pareto distribution with an average of 10 KB and 1.5=β . This is a good approximation 
of Internet traffic [31]. 

3.4.2 Fault specification 
A cause of insufficient throughput is a high packet loss. TCP reacts strongly on packet loss as it infers 
congestion of the network route and, due to its congestion windowing mechanisms, reduces the transmission 
rate to maximise the throughput under the congested conditions. However, in cases where packet losses are 
due to a high frame loss rate on a poor wireless link the reduced transmission rate is undesirable. In both 
cases other recovery options could be e.g. to use another wireless link or change the destination of the 
transmission. However, to initiate the correct recovery, it is essential that the fault is detected and correctly 
diagnosed. The potential faults congested route and a poor wireless link are considered, because they lead to 
a high packet loss and a reduction in throughput. The congested route may be caused by sudden redirection 
of traffic due to a failed router. The poor wireless link is caused by the introduction of a noise source in the 
wireless frequency band. In both fault cases the repair rate is assumed to be low, i.e. the network fault 
remains within time requirements of the end-user service to transfer the file. From these assumptions the 
considered faults are permanent. 
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The two network model parameters lossπ  and loadλ  control the severity of the two faults. A normal state has 
been defined as a starting point. Next, the parameters have been tuned empirically in a simulation 
environment to cause a 50% throughput reduction. The resulting parameters are defined in Table 1. 

 

  Wireless loss [%]  

 Route Load [ second
conn.

] 

 lossπ    loadλ   
 Normal   High (Fault)   Normal   High (Fault)  

 1   4   18   47  

Table 1: Specification of the network model parameters defining normal and faulty states. 
 

3.4.3 Developing a BN structure from the scenario 
To construct the BN structureG , variables and their causal relations are mapped from the problem domain to 
a graphical representation. To verify that the resulting model represents the problem domain, manual 
independence tests such as d-separation [26] can be used, but generally good patterns for construction and 
methods for verification are still open issues in the research domain of BNs [27]. The following structured 
method has been applied: (1) For BN fault diagnosis the first variables to consider represent the system 
components where faults may occur. (2) Next are the observable variables where useful information about 
the states of the unobservable system components can be obtained. (3) Finally, intermediate variables may be 
needed to describe system behaviour and relations between observations and the system components. (4) 
Edges are identified from causal relations between the system components and the observations potentially 
through intermediate nodes. 

3.4.4 Fault nodes and observations 
Essentially both the defined fault nodes can be modelled as two-state discrete random variables. I.e. Route, 

} ,{= congestednotcongestedR  and Wireless Link, },{= goodpoorWL . 

The criteria used in the selection of observations are that they must be causally influenced by either of the 
occurring faults and, at the same time, be available to the diagnosing BN from network traffic. The TCP end-
point of a connection over the wireless link offers several observation points. Measures such as packet 
round-trip time, packet retransmission rate, throughput and packet inter-arrival times are available from the 
transport layer. Likewise, radio signal strength indication, bit error rate and a frame retransmission rate are 
available from the link layer. These observations are all affected by the considered states of the transmission 
path. For instance, the round-trip time of a packet increases due to buffering when the channel is congested 
[5]. Likewise, the frame retransmission rate of the link layer increases when the quality of the link decreases 
[5]. The round-trip time (RTT), the packet retransmission rate and the frame retransmission rate are chosen 
as observation points of the network. These variables present adequate expressions of the influence of the 
faults to show the fault diagnostic capabilities of the BN and are typically readily available from the TCP 
layer and link protocols. 

3.4.5 Intermediate model 
The first model iteration is depicted in Figure 7. Greyed nodes are fault nodes (including packet loss), bold 
nodes are observation points and the rest are intermediate nodes. Notice that the two nodes Dup-acks and 
Timeout refer to individual packet loss nodes with individual edges. To simplify the figure they have been 
depicted with only one set of edges. The intermediate nodes are:   

• Cross traffic load - The cross-traffic load is the load on the bottleneck router arising from other 
communicating parties.  
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• Queue length - The cross traffic load affects the length of the queue on the bottleneck router by 
arriving connections filling the queue with data. Included in this parameter is an assumption of a 
constant router service rate μ   

• Upstream - The data-stream is modelled by Upstream that represents the actual amount of outgoing 
packets from the sender. It is assumed that there is always data to be sent from the application. The 
upstream is affected by the control mechanisms of TCP.  

• TCP - The TCP variable covers the control mechanisms of TCP. TCP controls the upstream based 
on RTT and detection of packet loss. Notice that TCP will react differently depending on the type of 
packet loss experienced.  

• Throughput - The rate of successfully acknowledged data. 

 
Figure 7: Intermediate model consisting of variables and causal relations. 

The fact that edges are missing between several nodes in the model should be interpreted as the variables 
being independent. Some idempotent independence assumptions are, for example:   

Upstream Cross traffic load - It is assumed in this model, that Upstream = Cross traffic load. Thus, load 
on the bottleneck link is not significantly influenced by the upstream of the sending application. This also 
means that the influence of Upstream on Congestion is considered insignificant.  

Wireless link Route - The two components of the network have no (significant) influence on each other, 
thus the nodes are regarded as being independent.  

The model in Figure 7, however, is not a BN. It clearly contains a cycle Upstream Packet 
loss TCP Upstream. For this type of problem a dynamic BN could be introduced (see [24]). However, the 
attempt is to maintain the static BN. Thus the cycle must be eliminated. Moreover, some of the intermediate 
nodes may be disregarded. A few of these steps are emphasised subsequently:   

1. The TCP-node is removed to eliminate the cycle in the graph. This clearly leads to a significant lack in 
the model. As TCP is removed, the two Packet loss-nodes are joined as the difference in packet loss is 
not considered.  

2. The queue-length-node is of no direct interest other than as representing the load-state of the network. 
Thus it may be marginalised out of the Cross traffic load, i.e. calculated into all states of the Cross traffic 
load as a constant factor.  

3. The state of the route is directly defined by the Cross traffic load node. Thus, these two nodes may be 
joined.  

4. The remaining upstream-node can be eliminated from the model by converting PR and FR rates into 
ratios (packet retransmission ratio (PRR) and frame retransmission ratio (FRR)). Thus, upstream 
becomes a part of these observations.  

5. Maintaining throughput as an observation has been considered an option. However, as the given 
throughput is strongly affected by the dynamics of the windowing mechanisms of TCP, the lack of TCP 
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in the model makes it difficult to use throughput as an observation.  
6. To maintain the relation that both congestion and a poor wireless link lead to packet loss, the 

intermediate variable representing packet loss remains in the model.  
 

The final outcome is the BN of Figure 8 named the basic model. In the figure the identified system 
components and observations are depicted as discrete variables along with their state-spaces in italics. States 
marked with an asterisk are the identified fault-states to be detected. As no knowledge of features in 
observations is available in advance, simple state spaces have been defined. The RTT is represented by a set 
of intervals representing the thresholds between discrete states. The PRR and the FRR have defined states as 
high and low, which are divided by a single threshold. Finally, the states of the packet loss variable are high 
and low. These states are not specified in details, as the packet loss node is an intermediate hidden node that 
is not observed. 

 
Figure 8: The BN structure containing both system components that may fail and observation 

nodes as well as causal relations between them, represented by edges and probabilities. 

3.4.6 Observation processing 
Bayesian Networks are not inherently capable of handling causality in (indefinite) time. Instead additional 
functions must be introduced to collect features from observation points to create evidence e for 
observations. A sampling approach is adopted where features are collected in discrete steps and observations 
are evaluated in that step. 

The Round Trip Time (RTT) observation represents network delay and is extracted from incoming packet 
acknowledgements. The retransmission rates (Packet Retransmission Rate (PRR) and Frame Retransmission 
Rate (FRR)) are calculated based on retransmissions and transmission attempts. For these observation 
estimates, moving average mean estimators have been used. A mean estimator averages the passed 
observations in a time window. In this way, an RTT observation may be missing if no acknowledgments 
arrive within the time window. 

3.4.7 Bayesian Networks used for fault detection and diagnosis 
To use learning and to perform fault-diagnosis, data is needed. A framework has been developed that 
contains functionality for supplying observation data, both for parameterization and for fault-diagnosis. The 
framework is illustrated in Figure 9.  
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Figure 9:  The overall architecture of the fault diagnosis framework. 

Initially, data from the observation points is needed, which can be generated by a simulation, read from a 
network log file, or monitored real-time from a communication process. Next, the data needs processing to 
fit in the observation variables in the BN. The observation points are continuous random processes, which 
are mapped into the discrete state observation variables in the BN. This processing and mapping is described 
in Section 3.5. 

After observation processing, the evidence is propagated in the BN and inference is performed. Inferring 
with the BN is done by calculating the joint probability of the variables in the graph. Calculating the 
marginal probability of a single variable R in )|( eRP from the joint probability produces the posterior 
probabilities of the states of R. Such posterior probabilities enable decision on the state a variable is in. In 
fault-diagnosis, the probabilities lead to a decision about the occurrence of a fault in R. Although other 
threshold based criteria can be employed, we assume here that a fault is detected if 
P(R=fault-state|e)<P(R=normal-state|e). The process of exact inference in BNs is NP-hard [36] and several 
approximate inference methods have been suggested [32]. However, as it is considered outside the scope of 
this work to regard computational requirements to the inference process, exact inference is applied. Exact 
inference means calculating the entire joint posterior probability distribution of the BN based on all the 
evidence. This process is NP-hard in the number of variables in the BN. 

3.5 Parameterization of the FDD component 
Having defined the BN structure and the method and framework for obtaining probabilities, this section 
describes the final steps for parameterization of the BN and the mean estimators. The FDD component has 
been realized in a simulation environment (using ns-2 [22]) that implements the network model of Figure 6. 

3.5.1 Window size and sampling rate 
The size of the window for the mean estimators is set in milliseconds individually for each observation as 
seen in Table 2. Empirical analysis has shown that the values in the table are feasible as initial setup.  

The choice of sampling time is determined by the dynamics of the observations. In the used scenario, the 
dynamics of the observations are relatively slow due to the use of moving averages. Hence, a fast sampling 
strategy would not provide more information from the observations. Conversely, if the sampling rate is too 
low, it will have a negative impact on the reactivity. Sampling is done with a sampling period of 

msT  100= . From early simulation and test results, this setting seems reasonable to capture the dynamics of 
RTT and retransmission rates with varying window sizes. 
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 RTT   States   10  
   Thresholds   62-105 ms, 4.3 ms intervals 
   Window size   300 ms  
 PRR   States   2 (Low, High)  
   Threshold   0.03  
   Window size   500 ms  
 FRR   States   2 (Low, High)  
   Threshold   0.03  
   Window size   500 ms  
 R   P(R=Not congested)   0.5  
   P(R=Congested)   0.5  
 WL   P(WL=Good)   0.5  
   P(WL=Poor)   0.5  

Table 2: Basic setup of the parameters and nodes for the BN. 

3.5.2 Obtaining probability distributions 
The conditional probabilities in the BN can be elicited in several ways. One is to use domain knowledge 
from experts. However, )  =  |  =  ( congestedroutetRTTP  is difficult to perceive as it is very dependent on 
the properties of the given network. Therefore, a more useful method to elicit probabilities is based on 
learning. By using the Expectation-Maximization (EM) algorithm it is possible to estimate the parameters of 
a probabilistic model [17]. In the case of a BN, the parameters are the specific probabilities of the causal 
relations, e.g. ) | ( routeRTTP . 

Two approaches can be used when learning with EM-algorithm: online and offline learning [24]. Offline 
learning uses pre-recorded sets of data to estimate the parameters of the model. When the BN is used for 
inference, no alteration of the parameters occurs. In online learning, the parameters are continuously 
estimated when the BN is in operation. This makes it possible to adapt the model to local network 
conditions. 

Both approaches to learning have challenges; offline learning may require exhaustive data and online 
learning may not work with rare events. Solutions to some of these challenges have been suggested in [18]. 

Data sets for learning have been generated from the simulation containing information from both observation 
points and network states. For the fault-diagnosis process only observation information is generated. The 
probabilities of the network states, i.e. route and wireless link, are not conditioned on any variables in the 
BN. In this sense, they represent the prior belief of a fault occurrence in the network. In this setup, they have 
been specified equally as 50%/50% for a normal state or a fault. Due to their unconditioned properties, these 
prior probabilities can be used to adjust the sensitivity of the BN for fault-diagnosis. The final model 
configuration parameters are shown in Table 2. Learned conditional probabilities are listed in Table 3. 
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    ),|( WLRPLP  ),|( PLFRRPRRP  
   Low   High   Low   High  

 0, 0   0.927   0.073   0.968   0.032  

 1, 0   0.634   0.366   0.445   0.555  

 0, 1   0.345   0.655   0.178   0.822  

 1, 1   0.134   0.866   0.069   0.931  

    ))|( WLFRRP   
   Low   High  

 0   0.845   0.155   lownormal/0 →   
 1   0.413   0.587   highfault/1→   

Table 3: Specification of the network model parameters defining normal and faulty states. 

 
Figure 10: Probability distributions of RTT conditioned on Route state. 

3.6 The Bayesian Network in the HIDENETS Diagnostics Manager 
This section describes how the FDD framework is integrated into the Diagnostic Manager (DM) service by 
relating interfaces to the node architecture of HIDENETS [9]. 

3.6.1 Integration of the FDD framework 
For the FDD framework to be integrated into a HIDENETS service, the input and output interfaces must be 
determined. The feasibility of the framework depends directly on the observations available for input and the 
possible recovery mechanisms which are dependants on the verdict from the DM. The basis for integration in 
the HIDENETS architecture is illustrated in Figure 5. 

Recovery mechanisms: 

• Reconfiguration Manager. DM supplies decision on fault-detection, and a diagnosis on whether the 
fault is in the route or on the wireless link. The assumption is that the Reconfiguration Manager 
(RM) is capable of recovering from either fault using the diagnosis. 

• Low-level recovery mechanisms. Instead of going through the Reconfiguration Manager, the 
diagnosis consequences could be maintained directly by the low-level functions, such as networking 
and topology control communication components. These components would then have to have the 
ability to enforce a decision from DM independent of other communication functions. 
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Input observations from network context repository / in-stack monitoring [9]: 

• Round-trip time 
• Packet retransmission rate 
• Frame retransmission rate 

 
All observations could be retrieved directly from in-stack monitoring. 

3.6.2 Implementation 
Employing the BN, the DM can run periodically sampling the observations. As the BN is capable of 
handling one or more missing observations and still deliver a fault-diagnosis, a verdict on the fault status can 
be made at every sample. Once a fault is detected, the diagnosis is reported immediately to the external 
interface(s), to be utilized by for instance by the Reconfiguration Manager. 

The sampling frequency of the mechanism can be set quite high (e.g. 1000 samples pr. second) for fast 
recovery possibilities, resulting in increased load from the inference engine at run-time, as more samples 
must be processed. Crude measurements show that a failure estimation based on a sample takes approx. 0.5 
ms to generate, which must be considered when setting the sample frequency. 

Several possibilities for inference algorithms inside the FDD exist. On one hand, exact algorithms guarantee 
the optimal diagnosis available in the model, but the execution time to reach an exact solution is unbounded. 
On the other hand, approximation algorithms can guarantee delivery of a diagnosis within a bounded time. In 
the latter case, the confidence in the presented diagnosis may consequently be lower than in the diagnosis of 
the exact methods. 



                                                                                                                                                                                                Page 22 of 38 

IST-FP6-STREP-26979 / HIDENETS          Public 

 

 

4 Optimised dependability/performance trade-off for replicated servers in the 
infrastructure domain 

4.1 Introduction  
Server replication improves service dependability but it also adds overhead and complexity, which may 
worsen the performance. It is therefore essential to investigate how to minimize the performance degradation 
introduced by replicating servers, while maintaining the improved dependability levels allowed by server 
replication. Two characteristics of replicated systems can be improved in order to optimise their 
performance: failure detection and recovery triggers.  

In deliverable 4.2.2, to be provided by the end of the project, the failure detection and failover settings are 
investigated in order to enhance the standard fault tolerance mechanisms implemented by distributed server 
replication platforms. In the analysis to be conducted and detailed in D4.2.2, the influence of several input 
parameters (or external parameters) and fault tolerance parameters (or internal parameters) is evaluated 
against three output metrics reflecting the trade-off between dependability and performance. 

In this deliverable, we show how the simulation results can be used to select the optimal settings for the 
failure detection and recovery mechanisms in order to control the dependability/performance trade-off 
according to system/application requirements. The corresponding implementation of the selection and 
control logic is proposed for the HIDENETS node software architecture. This implementation mainly relies 
on the reconfiguration manager—in association with the replication manager—to select the optimal settings 
and infer them to the HIDENETS nodes where the failure detection and recovery processes are running (i.e. 
the failure detector and the client nodes). 

4.2 Summary of the Simulation Work 
This section summarises some important aspects of the analysis/simulation work to be provided in D4.2.2. 
For more details about the model, results and conclusions refer to the latter document. 

4.2.1 Architecture Overview  
In [REF D4.2.2], the dependability/performance trade-off for replicated servers in the infrastructure domain 
is analyzed via simulations. The Stochastic Activity Network (SAN) formalism is used—with the Möbius 
modelling tool—to model client-server applications made dependable by implementing server replication. In 
the scenario investigated, the specific application is Session Initiation Protocol [29], which provides session 
management in IMS (IP-Multimedia Subsystem) environments and the distributed replication framework is 
the Reliable Server Pooling (RSerPool, [1][34][35]).  

The IMS provides control functions and service enablers for IP-based multimedia sessions, which is relevant 
in the HIDENETS context because: 

• it can support IP-based multimedia services—such as VoIP, video conference, instant messages, 
push-to-talk, online games and auctions—to users in their cars or in public transportations; 

• it provides the means to control (via negotiation) the QoS resources allocated to a given session, 
which is a crucial feature to apply the decisions made by HIDENETS services (e.g. QoS coverage & 
reconfiguration manager) in an IP-based environment. 

 
HIDENETS servers deployed in the infrastructure domain, e.g. emergency centres along the freeway, would 
greatly benefit from the integration of the RSerPool platform in terms of dependability. The RSerPool 
protocol suite manages the replicated servers and implements failure detection and failover functions that 
aim at masking communication faults (packet losses and long communication delays) and server faults 
(temporary crashes). The most important RSerPool protocol in this work is the Aggregate Server Access 
Protocol (ASAP). ASAP is used by the failure detector to: 

• check on the replicated servers’ status—the failure detector regularly sends ASAP heartbeats to the 
servers; 

• report the servers’ status information to the clients—the latter use the server list contained in the 
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ASAP report received from the failure detector to make its decision about which server it should 
send the next request to. 

 
Figure 12 shows the RSerPool architecture for the example of replicated IMS servers. 

 
 
 
 
 
 
 
 
 
 

Figure 11: An example of an RSerPool architecture applied to the IMS system. 
 

4.2.2 Model Parameters 
The input/external parameters are measures of some uncontrollable system characteristics that particularly 
condition the dependability level and its corresponding performance level: 

• The network delays and processing times, and their distribution,  
• The packet error rate (PER), 
• The server availability (PON/POFF), the ON and OFF periods durations (time to failure (TTF) and time 

to repair (TTR)) and their distribution, 
TTR is specifically defined here as the time interval between the moment the sever fails and the 
moment the server is available again. 

Fault tolerance provided by server replication mainly relies on two mechanisms, namely failure detection 
based on a heartbeat monitor and recovery. Therefore, the controllable fault tolerance parameters can be 
divided into two categories: 

• failure detection 
o heartbeat frequency, 
o heartbeat timeout, 
o server status report creation at the failure detector and its mode of dissemination to the clients,  
o application request timeout. 

• recovery 
o size of the server set, i.e. number of replicated servers, 
o number of application request retransmissions per server, 
o number of server failovers, 
o server selection policy (SSP). 

 

The three output metrics used for this work are: 

• dependability, defined as the probability that any application request is successful – note that in this 
work, dependability and availability are synonymous; 

• service access time, defined as the average duration of successful application transactions; 
• overhead, defined as the average number of packets required for each application transaction, 

including the communications steps supporting the fault tolerance mechanisms such as the server 
failure detection. 

server1 
client2 

clientm 

client1 
fail. detect.

servern 

SIP 

ASAP reports

ASAP 
heartbeats 
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4.2.3 Conclusions of the Simulation Work 
The influence of input variables such as communication delays and parameters from the fault models was 
analyzed. Simulation results using the standard IMS model showed that: 

• higher packet error rates (PER) raise service access time (SAT) and overhead, but hardly impact 
dependability; 

• server faults cause transaction failures, i.e. lower dependability, and SAT and load decrease (both 
because of our specific SAT definition that only takes into account successful transactions); 

• the server failure model (in particular the ratio between the average packet round trip time (RTT) and 
the time to repair (TTR)) is very important because it determines how likely retransmissions can 
mask server failures. 

 

The analysis of individual fault tolerance mechanisms revealed that: 

• Fault tolerance mechanisms improve dependability at a fixed overhead cost, which depends on the 
failure detection and recovery settings. To significantly improve dependability, the additional fault 
tolerance overhead (introduced by heartbeats and server set status reports between an independent 
failure detecting node and the clients) becomes much larger than the decrease of overhead due to 
application request retransmissions avoided thanks to the failure detection mechanism. 

• Recovery and failure detection mechanisms rely on parameters that can be optimally tuned for a 
given fault model and set of dependability/performance requirements. For the replicated server 
scenario—and for the specific fault and traffic models, and the server selection policy tested—it was 
shown that:  
o when the number of failovers increases (and the number of retransmissions per server 

correspondingly decreases), both dependability and SAT improve but the overhead greatly 
increased; 

o the server set should not have more servers than necessary to execute the maximum number of 
failovers for the current recovery configuration—when the server set deploys extra servers, all 
output metrics get worse, especially for configurations with fewer failovers allowed; 

o the impact of the heartbeat frequency setting varies greatly for each recovery configuration so it 
is difficult to draw general conclusions about its influence on the trade-off. It is suggested that 
once the recovery configuration has been selected, a few heartbeat frequency settings should be 
tested in order to optimise the output metrics for the given input fault model; 

o finally, having an accurate input model of the communication delay distribution permits to 
ideally set the application request timeout, which significantly improves the trade-off, especially 
with recovery configurations favouring server failovers over numerous retransmissions per 
server. 

4.3 Simulation Model Application 
Building the simulation model helps understand and evaluate how server replication-based fault tolerance 
influences dependability and performance. Results obtained with the simulation environment can be used to 
validate analytical models that evaluate dependability and/or performance metrics in similar 
network/communications/fault scenarios.  

More importantly in the HIDENETS context, the simulation environment can be used to determine which 
fault tolerance configuration would be most beneficial for a system most and at what cost. 

In this subsection, several strategies for optimal configuration selection are analyzed and an example 
implementation of the configuration selection logic in the HIDENETS node software architecture is 
proposed. 
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4.3.1 Configuration Selection Criteria 
Each fault tolerance configuration tested is evaluated against the three output metrics: dependability, service 
access time (SAT), and overhead. This makes it nearly impossible to determine which configuration is 
optimal by just looking at the results generated because it is very unlikely that a single configuration can 
return optimal values for the three output metrics simultaneously. Therefore, some criteria are necessary to 
guide the selection process. 

4.3.1.1 Output Metric Thresholds   
The simplest way to rule out fault tolerance configurations during the selection process is to set a threshold 
value for each output metric. These thresholds should translate some of the system and/or application 
requirements. E.g. users might demand that dependability is above 99%; the QoS requirements from an end-
user application (e.g. online auctions) impose that SAT is below 300ms; and a system could only support a 
maximum load of 15 packet units per transaction.  

Note that this technique might still leave multiple configuration candidates for the final choice. If one of the 
metrics has a higher priority than the other two, such as dependability would be in safety-critical systems, 
only two output metrics are bounded and the configuration that gives the best level for the third metric is 
picked. 

4.3.1.2 Score Function 
If no limit is imposed on less than two output metrics, a score function is needed in order to rank each fault 
tolerance configuration by returning a single score value for a given combination of output values. The score 
function is made up of contribution factors (CF)—usually one CF per output metric for which a threshold is 
not required. A contributing factor can simply be the ratio between the specific configuration output level 
and the standard output level. Note that for the dependability contributing factor definition it is more relevant 
to consider the ratio between undependability output levels obtained for a specific setting and the standard 
setting because: 

• the relative difference between standard and replicated IMS dependability levels can be so small that 
the magnitude of this ratio is much lower than that of the SAT and load ratios and, thus, becomes 
insignificant in the score function; 

• this way, the variations of each contributing factor represent the system behaviour similarly: CFundep., 
CFSAT, CFload increase/decrease when the system behaviour worsens/improves respectively. 

 
When one threshold is defined, the score function is calculated for the subset of configurations that respect 
the threshold requirement. 

In Table 4, some score function examples are given. The first example does not favour any output metric for 
the selection process but the next two functions are shaped so that CFundep variations have a bigger incidence 
on the final configuration rankings. 

 

Score function CF priority 

loadSATundep CFCFCF ⋅⋅.  Fair 

( ) loadSATundep CFCFCF ⋅⋅.exp  CFundep. 

( )loadSATundep CFCFCF +⋅.  CFundep. 

Table 4: Score functions examples. 
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4.3.2 Configuration Selection Techniques 
The optimal fault tolerance settings for the mechanisms of the replicated platform can be selected either (1) 
when the system where replication is implemented is being designed or (2) dynamically adapted to the 
current conditions of the system. The characteristics of both the design time and the run time modes are 
discussed next. Advantages and drawbacks of each approach are analyzed and the specific HIDENETS 
services and procedures that allow implementing each mode are presented. 

4.3.2.1 Design-Time Configuration Selection Technique 
Simulations are run for a given set of input parameter settings that are drawn from system specifications 
and/or average values measured in a similar existing system. The output metrics are evaluated for the 
selected set of input settings and a range of controllable fault tolerance settings—heartbeat frequency, 
heartbeat timeout, number of replicated servers, number of retransmissions, number of failovers, application 
request timeout. The fault tolerance configuration that optimally meets the system/application requirements 
is selected using either technique introduced in the previous subsection and is implemented in the real system 
(cf. Section 4.4 for the specific HIDENETS implementation). 
This approach becomes limited for systems whose fault models change over time. If the fault model varies 
with time, it is not ideal to pick the optimal configuration based on simulations using only one set of input 
fault model settings. One way to include this aspect in the offline process is to create aggregate input values. 
For instance, the overall PER (packet error rate) input value could be the sum of each PER level in a system 
times the individual fraction of time that the system experiences each PER level, as shown with the 
following equation. The danger with this approach is that the output metrics have not been proven to vary 
linearly with the input variables so the configuration for the average PER, POFF (server unavailability) and 
CL values might not be the one that gives optimal average dependability, SAT and load. 

∑ ⋅==
i

iiinput PERPERPERPER )Pr(  

4.3.2.2 Run-Time Configuration Selection Technique 
In order to cope with dynamically changing fault models, the run time approach should be considered 
whenever possible. Run time fault-tolerance configuration tuning assumes: 

• A database containing the results of the subset of configurations to be used for a given set of input 
variable values corresponding to the current system state. 

• Real-time input metrics measurement techniques 
• Protocol extensions in order to communicate the dynamic input values to the entities such as failure 

detector and clients that control the configuration parameters. E.g. the failure detector can adapt the 
reporting scheme (heartbeat timeout values, report frequency, report acknowledgements) according 
to the current PER and RTT levels for communications between the failure detector and servers; the 
clients can adapt the recovery strategy, e.g. by increasing the number of failovers when server 
failures are long or adapt the application request timeout according to RTT (client-server 
communications). 

4.4 HIDENETS-specific Implementation 
In order to exploit the simulation results, the different fault tolerance mechanisms which the optimization 
relies on should be implemented in the HIDENETS node software architecture. 

4.4.1 Design-time Implementation 
In design-time mode, the optimal configuration is selected with fixed input values and the configuration 
settings are ‘hard-coded’ in the respective fault tolerance functions: 

• Heartbeat frequency and timeout (failure detector node) 
• Application timeout (client nodes) 
• Report mode (failure detector and client nodes) 
• Number of retransmissions and failovers (client nodes) 
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4.4.2 Run-time Implementation 
For the run-time mode, we suggest that the overall configuration selection process is implemented as a sub-
service of the Reconfiguration Manager in the failure detector node because this HIDENETS service is part 
of the Fault Tolerance Manager and it is responsible for triggering the necessary configuration changes to 
provide fault tolerance. 

Figure 12 illustrates the failure detector node software architecture for the selection and implementation of 
the optimal fault tolerance configuration, as well as the interfaces between the HIDENETS services involved 
for the run-time solution. 

 

 
Figure 12: Failure detector node software architecture. 

 

• Simulations output values (and the corresponding input parameters and fault tolerance parameters) 
are saved in a database, which should be a part of the Fault Tolerance Manager as well—maybe 
directly in the Reconfiguration Manager if no other HIDENETS service uses the information saved 
in the database. 
Simulation results can also be generated online, running simulations in the simulation module of the 
failure detector node with input values obtained from the Performance Manager and the Network 
Context Repository. 

• The configuration selection logic requires information about the current system characteristics, 
which are obtained from the Performance Manager and the Network Context Repository. The 
selection logic implements a selection strategy and picks the optimal configuration in the database 
using the current system characteristics (i.e. mapped to input parameters values). 

• Heartbeat timeout and heartbeat frequency are managed by the RSerPool-specific ASAP layer. In the 
design time mode, these parameters can be (1) preset in the ASAP layer when the failure detector 
node is deployed in the system or (2) the fault tolerance configuration selection service in the failure 
detector requests the simulation results from the database, selects the optimal configuration, and 
infers the desired setting to the ASAP layer via a dedicated interface. In the run time mode, the latter 
option is mandatory as the optimal configuration is selected dynamically according to the 
fluctuations of the system behaviour. 

• Before the failure detector sends the server set status information to the clients, a report needs to be 
created. To do so, the Replication Manager requests this information from the Diagnostic Manager. 
The latter is in charge of gathering all failure detection information it can obtain from the different 
functions implemented and processes it to determine the status of each server in the replicated set. 
The minimum input data to the Diagnostic Manager in our scenario is the heartbeat information at 
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the ASAP layer. 
Note that in some implementations, the list with each server’s status from the Diagnostic Manager 
could be intermediately post-processed by the Replication Manager, for instance to re-order the 
servers in the list according to the server selection policy. Finally, the information to be put in the 
reports to the clients is sent to the ASAP layer. 
Note that in both design and run time modes, the report procedures is run using the same mechanism 
as reports are mandatory for accurate server selection at the clients. 

• The report mode determines when the reports containing the server status list should be sent to the 
clients. Examples of report modes include ‘regular’ (the failure detector multicasts the report to all 
clients after every round of heartbeat) or ‘on-request’ (the failure detector sends the latest version of 
the report to an individual client when the latter requests the list). A specific report mode should be 
either:  
1. preset in the failure detector at deployment time  
2. or inferred by the failure detector or the clients when the clients first contact the failure detector 

(usually after connecting to the system) in order to obtain the list of replicated servers that 
implement the requested service. This information would be exchanged via the interface between 
replication manager and ASAP layer. 

Note that in the analysis conducted in [REF D4.2.2], only the ‘regular’ setting was tested. 
 

The parameters and functions implemented at the client nodes are: 

• Application request timeout, maximum number of retransmissions per server, and maximum number 
of server failover parameters should all be set at the application layer in a similar manner as the 
heartbeat timeout and heartbeat frequency are set in the ASAP layer at the failure detector node. 
Therefore, a dedicated interface is required between the configuration selection service and the 
application layer. 
For instance, the application could systematically ask the Replication Manager if it should retransmit 
a pending request, and to which server. This would require consulting the client-local Diagnostic 
Manager in order to optimise the probability to send the request to an available server. 

4.5 Summary  
In this work, a SAN model was designed in order to evaluate the dependability/performance trade-off for 
distributed replication platforms such as RSerPool, and for the example of IMS servers. The main 
contribution with respect to dependability is the possibility to control the dependability level in the system, 
in correlation with the performance level. 

The model is abstracted enough to be applicable to most client/server applications deployed from the Internet 
and it can be used to test a wide range of system characteristic input values and fault tolerance settings. 
Consequently,  

• the model can be reused with many systems and for many network/traffic/failure model scenarios; 
• different fault tolerance mechanisms configurations can be tested so that the optimal configuration is 

selected and implemented in the system considered. Strategies for implementations of optimal 
configuration selection algorithms were discussed but no novel solution was devised. 
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Finally, the practical implementation of the optimal configuration selection (independently from the selection 
algorithm itself) in the HIDENETS software architecture was also proposed, and relies on multiple 
HIDENETS middleware services that interact with the RSerPool and application fault tolerance mechanisms: 

• In design mode, results are pre-saved in the result database and the configuration selection is done 
ONCE at deployment time. 

• In partial run-time mode: results are also pre-saved in the database BUT the configuration selection 
mechanism regularly (or event-driven) assesses the network characteristics and determines which 
fault tolerance configuration should be adapted. 

• In full run-time mode, the simulation module is fed with input values from the Performance Manager 
and Network Context Repository and generates new results to be processed by the configuration 
selection mechanism. 

• Whether the operation mode is design-time or run-time, reports are regularly sent by the ASAP layer 
of the failure detector node. The replicated server status provided by the Diagnostic Manager is 
filtered by the Replication Manager according to the number of servers to put in the report (this is 
decided by the configuration selection logic). Additional filtering criteria such as state consistency 
and current server memberships can also be implemented by the replication manager. 

• The client software architecture is not the same as the failure detector software architecture. Mobile 
Client nodes should save as much battery/computation power as possible; therefore, we assume that 
all parameters are selected at the failure detector node and passed on to the clients in the ASAP 
reports. The parameters put in the reports are application timeout, number of retransmissions per 
server, number of failovers, report mode. If the clients have enough resources (e.g. when a laptop is 
connected to a power plug in the train) they could also implement their own parameter selection 
logic using input from the Network Context Repository, Performance Monitoring and Diagnostic 
Manager. 
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5 Infrastructure-assisted Intrusion Tolerant Agreement 

5.1 Introduction 
Consensus is an important problem in distributed systems. Many tasks, such as state-machine replication, 
atomic commitment, and total order multicast, can be reduced to consensus. In the past decades, many 
theoretical and practical algorithms have been proposed for a large variety of system models.  

Practical solutions to the consensus problem play an important role for the construction of dependable 
networked embedded systems. For example, consensus can be used to coordinate the actions of distributed 
mobile actors, such as robots or cars. The properties of consensus guarantee that all correct participants make 
a common decision that cannot be disrupted by faulty entities.  

The system environment of distributed embedded systems shows some differences to “traditional” 
distributed systems. Nodes have significant constraints on memory, CPU power, and communication 
capacity, and there may be a higher fluctuation of nodes. At the network level, many systems have hybrid 
communication facilities, composed of ad-hoc communication and infrastructure communication. The ad-hoc 
network allows direct communication between nodes within communication range. Sometimes, a multi-hop 
routing implementation allows decentralized communication between nodes on a larger scale on the basis of 
the ad-hoc network. In addition, access points provide connectivity to a static infrastructure.  

Some recent research investigated consensus algorithms for mobile networks. These algorithms are either 
designed for autonomous operation using only an ad-hoc network, or are fully based on the support from a 
central infrastructure. In the ad-hoc network, the participants can fluctuate very fast. Nodes are easy to 
attack, as often there is no physical control over the participants. Fully decentralized algorithms must cope 
with these problems. Solutions that rely on the central server often are more efficient. However, a central 
server that is required for operation represents a single point of failure, a very undesirable design for 
dependable applications. Also, moving nodes must handle hand-over between access points; with current 
standard technology, these hand-overs may cause lack of connectivity to the infrastructure for durations up to 
several seconds.  

Here we discuss some approaches to better optimise distributed consensus algorithms considering that 
entities operate in a mobile wireless ad-hoc network that allows direct communication between them, while 
road-side access points, where available, provide connectivity to a static network infrastructure. The main 
focus is on finding strategies that allow operation with and without connectivity to a central infrastructure. A 
system that supports both ways of operations can provide different liveness or timeliness guarantees, 
depending on whether there is connectivity to the infrastructure. For example, a central infrastructure can 
help to make stronger timing guarantees with high coverage on consensus termination. If the connection to 
the central infrastructure fails, a decentralized ad-hoc protocol could provide the same functionality with 
weaker timing guarantees. 

In HIDENETS the availability of this service can be interesting for applications that i) require consensus to 
be achieved, despite the existence of possibly a subset of malicious participants, and that ii) may be able to 
communicate with servers in the infrastructure domain besides being able to communicate in the ad-hoc 
environment. The Platooning test bed, described in detail in Deliverable D6.2, is an example application in 
which this service might be useful. 
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5.2 Related Work 
Several papers aim at providing solutions for consensus in mobile environments. Badache et al. [4] provide a 
multi-valued consensus algorithm for crash-stop failures in an asynchronous system with eventually strong 
(◊S) failure detection. The authors assume that mobile hosts (MH) are connected to mobile support stations 
(MSS), and communication between MH is routed through MSSs (there is no direct ad-hoc communication 
between MHs). The main idea of the protocol is that each MSS acts as a representative of all MHs connected 
to it. Seba et al. [30] generalise this idea in a general framework for solving consensus in infra-structured 
wireless networks (i.e., wireless networks with connections to the infra-structure domain). This solution adds 
support for MSSs that dynamically join or leave the consensus protocol session due to hand-over of MHs.  

Wu et al. [43] present a hierarchical consensus protocol for mobile ad hoc networks. This protocol works 
with crash-stop failures and assumes an asynchronous system with an unreliable failure detector of the 
eventually perfect (◊P) class. It works fully decentralized without using any infrastructure. The algorithm 
introduces a hierarchy between at least f+1 hosts that act as proxies, and the remaining hosts that are 
associated to a proxy. By merging messages in proxies, this approach reduces the total number of messages.  

Another form of “hybrid” approach combines failure detection with randomization. Failure detectors and 
randomization are two ways of avoiding the famous FLP impossibility, which states the impossibility of 
consensus in asynchronous systems in the presence of crash failures [16]. Aguilera and Toueg [1] and 
Mostefaoui et al. [23] both propose a binary consensus algorithm of this hybrid kind for the crash-stop 
model. If the unreliable failure detector works correctly, deterministic termination is guaranteed; otherwise, 
the algorithm terminates eventually with probability 1.  

All work discussed so far only uses either ad-hoc communication or infrastructure communication, but not 
both, and only covers crash-stop failures. Some authors have previously addressed Byzantine consensus for 
mobile networks. Angluin et al. [2] present a weaker form called “stabilizing consensus”, in which nodes do 
not commit to a final output at a certain point in time, but instead have outputs that eventually converge to a 
stable configuration. Drabkin et al. [14] discuss the related problem of efficient Byzantine broadcast in ad-
hoc networks. Wang et al. [41] propose an algorithm for Byzantine consensus in mobile ad-hoc networks.  

Here, we address the problem of Byzantine consensus. In open mobile ad-hoc networks, it is even easier than 
in traditional systems to inject malicious nodes. Thus, reaching consensus in spite of malicious nodes is an 
important mechanism. The main advantage of our hybrid approach is that it makes use of a hybrid network 
consisting of ad-hoc and infrastructure connections.  

5.3 System Model 
The system consists of a set of n processes P = {p0,…,pn-1} and an infrastructure service process ps. The 
processes are said to be correct if they adhere to the protocol until termination. Otherwise, they are called 
corrupt. We assume a Byzantine fault model, i.e., there are no constraints on the actions of corrupt processes. 
Moreover, we assume that only f out of n processes can be corrupt, with n≥3f+1.  

In the multi-valued consensus problem, each processor pi proposes some initial value vi, and then the 
processors must agree on a common value. As we assume a randomized model in an asynchronous system, 
the termination of the protocol can be guaranteed only in a probabilistic way. Corrupt processes must not be 
able to force the correct processes to do something “bad”. Formally, the consensus problem is specified by 
the following properties:  

• Validity 1: If all correct processes propose the same value v, then any correct process that decides, 
decides v.  

• Validity 2: If a correct process decides v, then v was proposed by a correct process, or v=⊥.  
• Agreement: No two correct processes decide differently.  
• Termination: All correct processes eventually decide with probability 1. 

 
We further assume that the identity of all message senders can be verified. Without this assumption, an 
adversary could forge any message and consequently impersonate any node, and thus no solution would be 
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possible at all. In practice the verification can be assured with cryptographic message authentication 
mechanisms.  

5.4 Design Options 
Most binary and multi-valued consensus algorithms are constructed by a hierarchical composition. Figure 13 
shows such a typical composition, in which multi-valued consensus is implemented on top of binary 
consensus and reliable multicast, with authenticated point-to-point links at the bottom.  

  
Figure 13: Hierarchical composition of multi-valued consensus. 

In the following, we distinguish three alternatives for creating an infrastructure-assisted solution, given an 
existing decentralized implementation of consensus. We focus on solutions that gain some advantage if the 
infrastructure connection is available, and otherwise work as a traditional decentralized protocol. 
Infrastructure interaction can be integrated in the existing building blocks at the level of reliable multicast, at 
the level of binary consensus, and at the level of multi-valued consensus.  

5.4.1 Reliable Multicast 
The level of reliable multicast implements a mechanism that guarantees that if a message m is delivered to a 
correct node, this (and only this) message is eventually delivered to all correct nodes. A typical algorithm 
that is able to tolerate malicious corrupt nodes is the reliable broadcast algorithm described by Bracha[7]. 

A reliable multicast might be supported efficiently by a central infrastructure node if this central node is 
guaranteed to fail only by crashing. The infrastructure could distribute the broadcast value, and only in the 
case of unavailability of the central node, the distributed participants would have to execute a distributed 
protocol. However, if malicious corruptions of the infrastructure node are included in the failure model, it 
becomes obvious that in any case, the set of nodes needs to execute a distributed algorithm to ensure the 
delivery of a unique value. We expect that an infrastructure exhibiting Byzantine behaviour cannot provide 
any significant benefit, and thus we do not discuss this option in more detail.  

5.4.2 Binary Consensus 
The level of binary consensus implements an algorithm that guarantees that all correct nodes agree on a 
common value, and if all correct nodes propose the same value, they decide on that value. Formally, the 
agreement and termination condition are the same as for multi-valued consensus as specified above, and the 
validity assumptions can be simplified to just Validity 1. Typical randomized binary consensus protocols are 
based on the random coin-toss operation, which returns the value 0 or 1 with equal probability. The coin 
tossing can be implemented with local or shared protocols. Typical examples of local coin-tossing are the 
algorithms of Ben-Or [6] and Bracha [7]. Shared coins are based on cryptographic distributed algorithms that 
provide the same random value to all participants. All the randomized algorithms work in rounds, and the 
complexity of the algorithm (in terms of time and messages) correlates to the number of rounds. Shared coin 
algorithms, such as ABBA [10], typically have an expected small, constant number of rounds, but require the 
execution of computationally complex cryptographic protocols. In embedded distributed systems, in which 
the participants typically have only small computation power, the computational complexity can render them 
impractical. On the other hand, local coin algorithms in general require an expected exponential number of 
rounds.  

The coin tossing is the point where an infrastructure can provide essential support. A central infrastructure 
server can provide consistent random number to all participants. Let us first assume a crash-stop 
infrastructure. In this case, all nodes try to contact the infrastructure to obtain the random value. The 
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infrastructure reveals this value as soon as sufficiently many nodes have requested the value. This way, all 
nodes obtain the same random number, which results in the low expected number of rounds (as in existing 
shared coin algorithms), without the need of complex cryptography. If a node does not receive a timely 
response from the infrastructure, it creates a local random value, resulting in the behaviour of a normal local 
coin protocol.  

 
Figure 14: Infrastructure-assisted consensus algorithm. 

 

The situation becomes more difficult with a corrupt infrastructure. In the worst case, the malicious 
infrastructure might distribute “bad” random values in a way that inhibits consensus termination. This 
problem can be mitigated in practice by limiting the infrastructure interaction to a small number of rounds. If 
the infrastructure behaves correctly, it is highly probable that the algorithm will terminate within this bound. 
Lack of termination within the limit is a strong indication of infrastructure corruption. The normal local-coin 
algorithm that is used after the bound will guarantee eventual termination with probability 1. The only 
adverse effect that a corrupted infrastructure can have is a delay of termination for a few rounds. In a system 
model in which the infrastructure is correct with high probability (but not guaranteed to be correct), this 
approach results in a low expected number of rounds.  

5.4.3 Multi-valued Consensus 
The third option for implementing infrastructure-assisted consensus is at the level of multi-valued consensus. 
This section presents such a hybrid multi-valued consensus algorithm that makes use of an infrastructure 
service if it is available. In addition to the properties defined in the system model, the algorithm provides the 
following two properties:  

• Fast Termination 1: If all correct nodes have the same initial value, the algorithm terminates within 
a constant, small number of steps.  

• Fast Termination 2: If the infrastructure is available, all correct nodes decide within a constant, 
small number of steps. 

 
Figure 14 shows a pseudo-code definition of our consensus algorithm. The algorithm is inspired by the 
multi-valued consensus algorithm defined by Correia et al. [12]. The two main differences to the original 
algorithm are the interaction step with the infrastructure, and a reduction of message size. Due to space 
limitations, we do not present a rigorous correctness proof here, but only give an informal discussion of the 
algorithm.  
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At the beginning, all nodes broadcast their local value to all nodes including the central server ps. Next, ps 
selects a value (which matches the value of the correct nodes if all of them propose the same value) and 
broadcasts this value with a justification (lines 14/15). The justification of a value v is the set of f+1 nodes 
from which an INIT message for v has been received. The justification of ⊥ is a set of n-f nodes, in which no 
f+1 nodes propose the same value. The justification set of a value can efficiently be encoded by n bits (1 bit 
per node). This compact justification is a significant difference to the original algorithm [12], which instead 
used a vector of n-f received messages for justifying values. The bit encoding is sufficient to validate 
messages, and is more appropriate for embedded systems, as it significantly reduces the amount of network 
traffic and the demand for local memory.  

If all correct nodes are able to timely interact with a correct ps, they all obtain an identical, justified COORD 
value. A COORD value is justified if it contains a justification set such that an INIT message has been 
received from all of its members, and the messages from the justification set prove the validity of the value 
chosen by the coordinator (i.e., for a value v≠⊥, there is a set of f+1 identical messages, and for v=⊥, there is 
a set of n-f message without a subset of f+1 identical messages). If the interaction with ps fails, a node 
calculates its own justified value.  

Next, every node broadcasts a PRE message with a value and its justification obtained in the step before. In 
line (7) the justification of all PRE messages can be verified as described for the COORD value. Note that it 
may happen that a PRE message is not justified when it is delivered (as a required INIT message might not 
yet have been received), but it may later become justified through the reception of the missing INIT message. 
The justification ensures that if all correct nodes propose the same value v1, then no other value  v2≠⊥ may 
get a justification (as this would require the justification from f+1 nodes), nor may v2=⊥ get a justification (as 
any n-f nodes contain at least n-2f correct nodes (i.e., with n≥3f+1, at least f+1 correct nodes).  

Line (8) ensures that if a node selects b=1 because of PRE messages for a value x1, no other node selects b=1 
for a different value x2. If one node selects x1, there are at least f+1 PRE messages for this value, so all other 
nodes receive at least one of these messages. If all propose the same value, there will be only PRE messages 
for that value, causing all correct nodes to propose b=1.  

We assume the use of a randomized binary consensus such as that of Bracha [7], which guarantees that if all 
correct nodes start a round with identical values, they decide in the same round. The two fast termination 
properties follow directly from this property and the observation that if either all correct nodes have identical 
initial values or all of them successfully interact with the infrastructure, they all propose the same value 
(b=1) to binary consensus.  

The selection of the TIMEOUT value (in line 2) has a direct impact on the efficiency of the algorithm. A 
TIMEOUT value too short will cause the failure of infrastructure interaction. In this case, the algorithm will 
work only with the weaker guarantees of distributed consensus without infrastructure. A large TIMEOUT 
value will delay consensus execution for a large period of time in case that the infrastructure is unavailable 
or corrupt.  

5.4.4 Final remarks 
Comparing the three approaches, the integration of infrastructure interaction at the multi-valued consensus 
level seems to be the most promising. If the infrastructure is available in this step, all correct nodes will 
propose the same value to binary consensus, ensuring fast termination. This variant could be combined with 
infrastructure-assisted binary consensus. The combination ensures fast termination in case that the 
infrastructure is unavailable at the start of the consensus, but becomes available later during the binary 
consensus phase. In addition, the infrastructure interaction at the reliable multicast level would help to reduce 
the total number of message, but only if the infrastructure does not show malicious behaviour.  
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5.5 Summary 
In this section, we have discussed approaches for efficiently solving the consensus problem in distributed 
embedded systems in realistic environments in which an ad-hoc network and an infrastructure network are 
simultaneously available. The general idea is that if the infrastructure is not available, the participants 
execute a randomized consensus algorithm with probabilistic termination guarantees using the ad-hoc 
network. If the infrastructure is available, the participants take advantage of this and achieve consensus with 
better termination guarantees.  

This section has presented on-going work. The presented ideas still lack an experimental validation, which 
should provide real data about the relative behaviour of the proposed approaches and of previously published 
consensus algorithms. This validation is currently being done by means of simulation, and it is expected that 
some results will be available still in the course of the HIDENETS project. These simulation results may be 
provided in the scope of future deliverables, namely deliverable D4.2.2 (“Application of the evaluation 
framework to the complete scenario”). 

Regarding the implementation and integration of this service within the HIDENETS architecture, we believe 
that this would not be a difficult task, since the Intrusion Tolerant Agreement service, and in particular the 
infrastructure-assisted improvement proposed here, do not depend on other services. As shown in the 
previous sections, the solution is fundamentally based on improved algorithmic solutions, and is just 
dependent on the existence of multiple network connections (at least a connection within the ad-hoc domain, 
and possibly an additional connection to the infrastructure domain). 

An issue to be investigated in the future is using distributed access points instead of a central server to 
support the consensus progress. Furthermore, the memory consumption of the protocol, for example for 
communication buffers, is an important issue in embedded systems. This aspect of the protocol should be 
accurately examined, and the worst-case memory consumption of the protocols should be minimised. We 
strongly believe that tailored consensus solution will help to construct dependable distributed embedded 
systems. 
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6 Concluding remarks 

This deliverable describes research work developed in HIDENETS, concerned with improving middleware 
resilience services while assuming operation not only in the ad-hoc domain, but also in the infrastructure 
domain. This deliverable should be understood as a complementary deliverable to D2.3 (Service level 
resilience solutions for the ad-hoc domain), where we addressed solutions for the considered HIDENETS 
services considering the operation in the ad-hoc domain only. In HIDENETS we consider different realms of 
operation: operation in the ad-hoc and operation in the infrastructure domain. We also consider the 
possibility of an integrated operation in both domains. 

It is important to note that the contributions provided in this deliverable have been developed without a 
specific intention of including them in any of the proof-of-concept prototypes being developed in the scope 
of WP6. Because of that, the description that we provide in this deliverable is not focused on the 
implementation, but rather on the detailed description of the proposed solutions, and in some cases, on their 
evaluation. 

There are three contributions provided in this deliverable. The first one concerns a Fault Detection and 
Diagnosis (FDD) middleware component that may be used to manage faults that may cause an end-to-end 
service failure. The basic idea is to use Bayesian Networks for fault diagnosis, with the models being 
parameterized using observations from the network. Another contribution consists of a study of a solution for 
optimizing the dependability/performance trade-off for replicated servers in the infrastructure domain. The 
solution could be implemented as a sub-service of the Reconfiguration Manager, which is discussed in this 
deliverable, in Section 4.4. Finally, the deliverable also provides a study on the possibility of improving the 
Intrusion Tolerant Agreement service, by considering a solution that exploits the availability of servers in the 
infrastructure domain. 

We believe that these contributions are an interesting complement of the work concerning the development 
of resilient solutions for the ad-hoc domain that is presented in D2.3 [11]. Some specific open issues have 
been discussed in each section. For instance, in the case of the proposed improvements for the Intrusion 
Tolerant Agreement service, several possibilities have been mentioned, but only one has been addressed 
more carefully. On the other hand, in this case evaluation work is still needed and, more generally, full 
implementations and evaluation through proof-of-concept setups can also be considered an open point. 
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